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Authentication and changing your Proxy.
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• What to expect when setting up 
External Authentication with Alma 
(AKA OpenAthens Phase 1).

• How to update your Proxy 
Integration information when 
switching to the OpenAthens 
redirector or any new Proxy tool. 
(AKA OpenAthens Phase 2)

• Additional info for Go-Live
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OpenAthens Opt-Ins please confirm this step via email:
Dear CARLI Group,
A new comment was received for case #0082xxxx:
Case Title: NA_PS June/2020 Alma Authentication - 01CARLI_xxx
Last comment:
Dear xxx,
We have completed the Alma/Primo-side configuration to work with your SAML IDP. You can get the Alma 
and Primo SAML SP metadata files using the links below:
https://i-share-xxx.alma.exlibrisgroup.com/view/saml/metadata?VERSION=VERSION_2025
https://i-share-xxx.primo.exlibrisgroup.com/view/saml/metadata?VERSION=VERSION_2025

Please register the SPs with your IDP and let me know when this is done, or if you need more information.

In order for us to proceed with our testing, we require a test SAML account. Feel free to send us a test 
username and password via this case, or alternatively, you can send it to my private email address 
xxx@exlibrisgroup.com
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OA Opt-Outs: SAML (non-OA), ADFS, CAS, LDAP

• You will receive a similar message asking to confirm similar 
information:

• Add the Alma and Primo services to your CAS.
The Alma service is located here:
https://i-share-xxx.alma.exlibrisgroup.com/*
The Primo service is located here:
https://i-share-xxx.primo.exlibrisgroup.com/*
The IP to be allowed in the firewall for Alma and Primo is:
xxx.xxx.xxx.xxx

•
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Where to Toggle the User.
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The Alma role “User Manager/Admin” enables “toggling” the 
account. Please also confirm a staff role for Alma testing.
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To use external authentication your Alma URL will change.

We will provide the specific link to test via the Salesforce case:
• https://i-share-xxx.alma.exlibrisgroup.com/CAS
• https://i-share-xxx.alma.exlibrisgroup.com/SAML (Open Athens)

• You will also need to test a staff user and change their account 
to external:

https://i-share-xxx.alma.exlibrisgroup.com/CAS
https://i-share-xxx.alma.exlibrisgroup.com/SAML
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If external authentication fails report the errors via the Salesforce email and 
reset this account to internal if you need to continue using it. 
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Primo VE URLs do not change for external authentication:

https://i-share-xxx.primo.exlibrisgroup.com/discovery/search?vid=01CARLI_XXX:CARLI_XXX

“Discovery – Admin” 
role in Alma allows 
access to Primo VE 
login configuration 
options.
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Primo VE login labels and error messages can be customized
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Authentication Documentation links
• Text:
• https://knowledge.exlibrisgroup.com/Alma/Product_Documentation/010Alma_O

nline_Help_(English)/090Integrations_with_External_Systems/060Authentication
• https://developers.exlibrisgroup.com/alma/integrations/user-

management/authentication/inst_idp/
• https://knowledge.exlibrisgroup.com/Primo/Product_Documentation/020Primo_

VE/030Authentication_Configuration/010Configuring_User_Authentication_for_
Primo_VE

• https://knowledge.exlibrisgroup.com/Alma/Product_Documentation/010Alma_O
nline_Help_(English)/050Administration/030User_Management/010Managing_U
sers#Editing_Users (step 5 toggle users)

• Video/ Implementation Tutorial: 
https://knowledge.exlibrisgroup.com/Alma/Implementation_and_Migration/Impl
ementation_Tutorials/03_Alma_Integrations_with_External_Systems/SAML-
Based_User_Authentication

https://knowledge.exlibrisgroup.com/Alma/Product_Documentation/010Alma_Online_Help_(English)/090Integrations_with_External_Systems/060Authentication
https://developers.exlibrisgroup.com/alma/integrations/user-management/authentication/inst_idp/
https://knowledge.exlibrisgroup.com/Primo/Product_Documentation/020Primo_VE/030Authentication_Configuration/010Configuring_User_Authentication_for_Primo_VE
https://knowledge.exlibrisgroup.com/Alma/Product_Documentation/010Alma_Online_Help_(English)/050Administration/030User_Management/010Managing_Users#Editing_Users
https://knowledge.exlibrisgroup.com/Alma/Implementation_and_Migration/Implementation_Tutorials/03_Alma_Integrations_with_External_Systems/SAML-Based_User_Authentication
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At Test Load we set up your Proxy if you gave CARLI your info
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How to add an additional Proxy integration

Proxy ip: required but 
can be a place-holder
Use Proxy: “Selective” 
setting recommended

Role: General 
System Admin
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Proxy selection should be managed at the Service level
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All portfolios inherit Proxy settings from the Service

Changing the 
Default Proxy allows 
you to switch the 
active proxy in bulk!
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Step 1: observe default Proxy value = “Proxy”
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Step 2: Remove Default for original Proxy
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Step 3: Make the new Proxy the Default Proxy
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Step 4: Confirm Proxy selected updated to the new Proxy.
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Test the new Proxy in prior to your OA launch date!
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Change your default Proxy in Alma to update all links
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Proxy documentation:

• Text:
• https://knowledge.exlibrisgroup.com/Alma/Product_Documenta

tion/010Alma_Online_Help_(English)/090Integrations_with_Ext
ernal_Systems/030Resource_Management/220Resolver_Proxies

• Video/Implementation Tutorial:
• https://knowledge.exlibrisgroup.com/Alma/Implementation_an

d_Migration/Implementation_Tutorials/03_Alma_Integrations_
with_External_Systems/Resolver_Proxy

https://knowledge.exlibrisgroup.com/Alma/Product_Documentation/010Alma_Online_Help_(English)/090Integrations_with_External_Systems/030Resource_Management/220Resolver_Proxies
https://knowledge.exlibrisgroup.com/Alma/Implementation_and_Migration/Implementation_Tutorials/03_Alma_Integrations_with_External_Systems/Resolver_Proxy
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Your link resolver is changing. Update your content providers

https://www.carli.illinois.edu/products-services/i-share/alma/alma-primo-faq

https://www.carli.illinois.edu/products-services/i-share/alma/alma-primo-faq
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Review electronic resource workflows:
• https://www.carli.illinois.edu/products-services/i-

share/alma/CARLIOfficeHours#OpenOffice2019
• Practice activating electronic resources 
• Review working with full text service linking parameters: 

https://knowledge.exlibrisgroup.com/Alma/Knowledge_
Articles/How_to_Update_a_Linking_Parser_Parameter

https://www.carli.illinois.edu/products-services/i-share/alma/CARLIOfficeHours#OpenOffice2019
https://knowledge.exlibrisgroup.com/Alma/Knowledge_Articles/How_to_Update_a_Linking_Parser_Parameter
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Thanks!
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